








Worldwide Ransomware Victims

The United States remained the clear epicentre of ransomware activity, accounting for 40.56% of all identified victims. This outsized concentration shows that, once 
again, the U.S. is bearing the brunt of targeting, reflecting both its large enterprise surface area and high visibility of public disclosures.

Canada emerged as the second most impacted country with a combined 10% share of reported victims, putting it firmly in the high-risk bracket alongside the US. 
Together, North America (US + Canada) represented over half of all observed ransomware victims, underlining how strongly threat actors continue to focus on this 
region.

A notable mid-tier layer included Australia (3.89%), Romania (3.33%), and Germany (2.78%), followed by Spain, Brazil, France, and India (each 2.22%). These figures 
show that while no single country in this band approaches U.S.-level exposure, several mature and emerging economies are consistently appearing as repeat victims.

Below this, a broader spread of activity was observed across New Zealand and the United Kingdom (each 1.67%), as well as Singapore, Switzerland, and Mexico (each 
1.11%). A long tail of countries, including Vietnam, Egypt, the Netherlands, the United Arab Emirates, Portugal, Iraq, Colombia, Thailand, and Japan (each 0.56%), 
appeared at low individual volumes but collectively highlight that ransomware remains a global, not regional, problem, with opportunistic targeting reaching into diverse 
geographies.

 Figure 6: Ransomware Victims Worldwide



Industry-wide Ransomware Victims

Manufacturing was the most heavily impacted sector this week, accounting for 18.33% of all identified ransomware victims. This once again confirms how attractive 
production environments and supply-chain–critical businesses are to extortion operators, where operational disruption directly translates into strong pressure to pay.

A strong second tier consisted of Retail (12.22%), Business Services (11.11%), Hospitality (9.44%), and Construction (8.89%). Together, these consumer- and 
service-facing industries represent a broad mix of organisations that handle payments, customer data, and time-sensitive operations — all conditions that attackers 
routinely exploit to maximise leverage during negotiations.

A diverse mid-band followed, led by Education (5%), Finance (4.44%), Healthcare and Law Firms (each 3.33%), then Real Estate, Federal, Consumer Services, and IT 
(each 2.78%), plus Transportation and General Organisations (each 2.22%). This layer shows that critical services, public-sector entities, and knowledge-driven 
industries all remain in regular fixtures on ransomware leak sites rather than outliers.

Lower volume but still active categories included Energy (1.67%), Minerals & Mining and Insurance (each 1.11%), and a long tail of Telecommunications, Media & 
Internet, and Agriculture (each 0.56%). While individually small, this long-tail distribution demonstrates that ransomware operators are not confined to any single 
vertical; virtually any sector with digital operations and monetisable data continues to face measurable exposure.
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