








Domains Linked to Campaigns

palmgold-mgmt[.Jcom

cmsl.Jlaw/en/int/

karndean[.Jcom

soubeiranchobet[.Jcom[.]ar

larimart[.]it

arianadx[.Jcom

NOTE: Some are victim websites. Use them primarily as pivot points for
historical investigation.

Mitigations — Crystal Eye XDR 5.5

Lock down RDP/VPN

Only allow RDP over VPN, enforce MFA on all admin/VPN accounts, and
geo-block/ACL access to known management IPs.

Control admin accounts hard

Disable default/dormant admins, review local/domain admin groups
regularly, and alert on any new privileged account creation.

Block EDR tampering and LOLBins

Use CEASR / app-control to block gpscript.exe, PsExec and unknown
binaries from %ProgramData% and temp paths; alert on AV/EDR service
stops/uninstalls.

Segment and isolate critical assets

Put DCs, file servers, DBs and backup servers in separate zones; restrict
SMB/RDP laterals between segments to only what's absolutely required.
Protect backups from ransomware

Keep backups in isolated networks or immutable storage; no interactive
logon, no direct RDP/SMB from user LAN; regularly test restores.
Monitor exfil and Tor/cloud abuse

Use SWG/SIEM to detect large HTTPS uploads (Google Drive, etc.) from
servers; block Tor traffic and alert on any attempt to reach .onion
gateways.

Harden endpoints and logging

Enforce Defender/EDR tamper protection, block shadow copy deletion
(vssadmin, wmic patterns), and enable forensic logging/PCAP on key
Servers.

Have a Crypto24-style IR playbook ready

On detection: isolate hosts via CE, push loC blocklists (hashes, IPs,
emails), rotate privileged creds, and restore only after re-hardening and
clean verification.



The United States accounted for 55.5% of all reported ransomware victims this week, maintaining an overwhelming lead as the most targeted nation globally. This
reflects sustained large-scale campaigns against U.S. enterprises, critical services, and high-value sectors that continue to offer attackers strong financial leverage.

Canada (5.24%) and Mexico (2.62%) followed as significant regional hotspots, highlighting an extended concentration of activity across North America. Japan (2.62%)
and the United Kingdom (2.09%) also registered elevated targeting, reinforcing continued adversary pressure on major G7 economies.

A broad mid-tier cluster included India (3.14%), Australia (1.57%), Thailand (1.57%), Sweden (1.57%), Brazil (1.57%), Switzerland (1.57%), and Saudi Arabia
(1.57%)—each showing consistent victimisation across critical and commercial sectors. Additional nations such as France (1.05%), Italy (1.05%), Germany (1.05%),
South Korea (1.05%), Malaysia (1.05%), United Arab Emirates (1.05%), Sri Lanka (1.05%), Kuwait (1.05%), and Pakistan (1.05%) reflected distributed targeting across

Europe, the Middle East, and Asia.

Smaller but meaningful single-incident activity appeared across Barbados, Bolivia, Ireland, China, Netherlands, Oman, Peru, Portugal, Singapore, Slovenia, Uruguay,
Colombia, Trinidad & Tobago, Réunion, IGT, and others. Though individually limited, these events underscore the wide geographic scatter of modern ransomware

operations.
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Figure 5: Ransomware Victims Worldwide



Manufacturing remained the most heavily targeted sector this week, accounting for 19.37% of all reported ransomware incidents. Its dependency on legacy systems,
operational technology, and continuous uptime makes it one of the most profitable and easily disrupted verticals for attackers.

Business Services (13.09%) and Retail (9.95%) followed as major hotspots, reflecting ongoing exploitation of service-driven enterprises and customer-facing
infrastructures. Construction (8.9%) and Energy (7.85%) also endured sustained pressure, with their complex supply chains and critical operations providing strong
leverage for extortion.

A solid mid-tier cluster included Education (5.24%), Hospitality (3.66%), Finance (3.66%), IT (3.66%), Consumer Services (3.14%), Real Estate (3.14%), and Federal
entities (3.14%)—each showing consistent targeting across diverse geographies and operational models.

Lower-volume but active sectors such as Transportation (2.62%), Electronics (2.62%), Law Firms (2.09%), Insurance (2.09%), Agriculture (1.57%), Telecommunications
(1.57%), and Minerals & Mining (1.05%) continued to appear across the mid-lower tier, reflecting ransomware’s wide operational reach.

A small set of fringe-activity industries—including Healthcare, Media & Internet, and Organisations (each 0.52%)—rounded out the dataset. While individually limited,
these incidents reinforce ransomware’s opportunistic nature, where even less-targeted verticals are not immune from exploitation.

Industry-wide Ransomware Victims
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Figure 6: Industry-wide Ransomware Victims



