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Introduction

Red Piranha is an Australian-based developer and manufacturer of advanced cybersecurity
solutions. Our Threat Detection Investigation and Response provides advanced correlation
and lateral movement capabilities to our clients. With human-machine teaming and
Consolidated Security Platform, our clients get cohesive protection against advanced
persistent threats (APTs) without the need for new specialist engineering teams, reducing
the total cost of ownership for maximum security outcomes. Red Piranha is an ISO27001,
ISO9001 and CREST ANZ certified organisation as well as an authorised certifier for our
clients. At Red Piranha, we are committed to offering comprehensive security solutions and
services to organisations of all sizes to enjoy the benefit of ironclad information protection.

Our Crystal Eye platform provides a holistic cybersecurity program that offers advanced
protection against the evolving threat landscape, all from one unified platform. Crystal Eye
includes proprietary hardware, software and related services to intuitively protect, detect and
respond to threats across a business’ entire attack surface, including network, endpoint and
cloud protection. Through Gartner’s Peer Insights, we can tabulate and display this data
compared to the largest market share contenders in our space.

Intrusion Detection and Prevention Systems

IDPS is an essential part of network protection and has become a pivotal cornerstone of the
Crystal Eye functionality. Red Piranha prides itself on capabilities within intrusion detection
and prevention systems. Our best-in-class TDIR detects abnormal system activity and
vulnerability across your IT/OT environment, offering critical protection against APTs,
unknown threats and risks associated with living-off-the-land attacks. It provides your
security team with decreased investigation times through human-machine teaming with
on-demand response capability without the IR retainer.

Crystal Eye provides world-leading cyber threat intelligence fully integrated across the stack
and included in the licensing model. Risk owners can deploy operationalised threat
intelligence with push-button efficiency and receive automated actionable intelligence to
protect, detect and respond to all known malware families and track the latest threat actors
to deal with known and unknown threats.

In relation to IDPS, Red Piranha holds a firm lead in Customers’ Willingness-to-Recommend,
Overall Rating, Evaluation & Contracting and Service & Support.

Vendor Comparison

Directly comparing Red Piranha’s Crystal Eye against some known names and products in
the Intrusion Detection and Prevention Systems category, we can show that Gartner’s Peer
Insights display how well the Crystal Eye stacks up against these other solutions. The below
comparisons highlight all scored areas within Gartner’s Review process, including: product
capabilities, customer experience, pros and cons, and reviewer demographics to find the best
fit for your organisation.
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Comparison: Cisco Secure Firewall vs Crystal Eye
vs Palo Alto Networks Threat Prevention

Gartner.
Peer Insights.

1. CISCO

Cisco Secure Firewall

by Cisco
78 Ratings

Overall Rating 69 % willing to recommend

5 Star 36%

4 2 4 Star 41%
° /5 3 Star 17%

2 Star | 6%

1 Star 0%

Ratings breakdown

Red Piranha

unified threat management

Crystal Eye

by Red Piranha
3 Ratings

Overall Rating 100% willing to recommend

5 Star I 100%
5 0 4 Star 0%
° /5 3 Star 0%
2 Star 0%

1 Star 0%

Ratings breakdown

#/» paloalto

NETWORKS

Palo Alto Networks

Threat Prevention
by Palo Alto Networks
8 Ratings

Overall Rating 69 % willing to recommend

5 Star 63%

4 5 4 Star 38%
° /5 3 Star 0%
2 Star 0%
1 Star 0%

Ratings breakdown
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Overall Rating

4.0

38 Ease of Integration
’ using Standard
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3rd-Party
Resources

4.2
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4.1 Timeliness of Vendor
Response

Overall Rating
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4.1 Quality of Peer
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Overall Capability Score

Overall Rating
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Overall Rating
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